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You are a staff member at the Nitroba University Incident Response Team.

The case

Lily Tuckrige is teaching chemistry CHEM109 this summer at NSU.
Tuckrige has been receiving harassing email at her personal email address.
e Tuckrige's personal email is lilytuckrige@yahoo.com
e She thinks that it is from one of the students in her class.
Tuckrige contacted IT support.
e She sent a screen shot of one of the harassing email messages.
e She wants to know who is doing it.
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The email message.

(0 unread) Yahoo! Mail, lilytuckrige

Sign Out, My Account, Mail Classic

YAHOO-' MAIL tlilytuckrige © Avallable ~ Yahoo! | My Yahoo! | News { Search the Web... Search

| &an @Newv || 1nbox 1 message X | £} offline Mess... X ] Mobile | Options ¥ | Help

Q- Search Mail.. Go [ Delete (4 Reply~ (4% Forward [ Spam [ [ZMove~ [3 Print More Actions v View ~

r‘ Fras Pore [] ©® From Subject Date
¥ 'S Software from GFT. nobody@nitroba.org we don't like your class Sun, 7/13/08 5:21 PM

& 1nbox
./ Drafts
" Sent
® Spam Empty
I Trash (3)  Empty
=7 Contacts Add w

v 0Online we don't like your class Compact Header ¥ | Full Message View
"nobody@nitroba.org" <nobody@nitroba.org> (" add  To: lilytuckrige@yahoo.com

Please stop teaching it. You aren't very good. We hate you.

» [ All Feeds

See your credit
score - free

Print FREE
Grocery Coupons

MyFax:
Free Mobility Tips! =1 | TODAY: 7/13 No events. Click the plus sign to add an event.




Nitroba's IT wrote back to Lily.

The IT tech told Lily:
e The screen shot wasn't tremendously useful.

e Can you get the full headers?
Lily sent back a screen shot with the headers:

®00 (0 unread) Yahoo! Mail, lilytuckrige

From nobody@nitroba.org Sun Jul 13 17:21:01 2008

v View~

Y}&HOO’ MAIL lilytuckrige O Available - Yahoo! | My Yahoo! | News | Search the Web... Search |
Full Message Headers p . |
LQ,CheckMall @Newv | Options = | Help v

Q¥ Search Mail... Go Return-Path: <nobody@nitroba.org>
Authentication-Results: mta368.mail.re4.yahoo.com from=nitroba.org; domainkeys=neutral .
Free Forex (no sig) B Sze | §
y‘. Software from GET. Received: from 140.247.62.34 (HELO nobody) (140.247.62.34)
by mta368.mail.red.yahoo.com with SMTP; Sun, 13 Jul 2008 17:21:01 -0700
from: nobody@nitroba.org
.f Inbox to: lilytuckrige@yahoo.com
‘.| Drafts subject: we don't like your class
| Sent Content-Length: 60
M Snam Fmintv




Nitroba's IT wrote back to Lily.

The IT tech told Lily:
e The screen shot wasn't tremendously useful.

e Can you get the full headers?

Lily sent back a screen shot with the headers:

(0 unread) Yahoo! Mail, lilytuckrige
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& Inbox
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1 Sent
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AHOO.’ MAIL lilytuckrige @ Available v Yahoo! | My Yahoo! | News | Search the Web...

Full Message Headers

From nobody@nitroba.org Sun Jul 13 17:21:01 2008
Return-Path: <nobody@nitroba.org>
Authentication-Results: mta368.mail.red.yahoo.com from=nitroba.org; domainkeys=neutral

no siq)

Received: from 140.247.62.34 (HELO nobody) (140.247.62.34)
by mta368.mail.red.yahoo.com with SMTP; Sun, 13 Jul 2008 17:21:01 -0700
rom: no nitroba.org

to: lilytuckrige@yahoo.com
subject: we don't like your class
Content-Length: 60
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The IP address points to a nitroba
State University
dorm room.

S host 140.247.62.34

34.62.247.140.1in-addr.arpa domain name pointer G24.student.nitroba.org
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e University
The Dorm Room

Three women share the room:

® Alice
e Barbara
e Candice
Nitroba provides 10mbps Ethernet in every room but no Wi-Fi.

Barbara's boyfriend Kenny installed a Wi-Fi router in the room.
There is no password on the router.
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To find out what's going on,
State University

Nitroba's IT sets up a packet sniffer
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Who is sending the harassing mail?
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Now we wait




The guy attacked!
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Sign Out, My Account,%’ﬁ%lésm Yahoo! | News  ¥7
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(1 unread) Yahoo! Mail, li e
¥?http://us.mg2.mail.yahoo.com/dc/launch?.rand=euh4ul3e8uSoh QF

Search the Web...

. WEB SEARCH

' @ Home H Inbox 2 messages X ’ Mobile | Options v | Help »
j [ Delete [4 Reply~ (4% Forward [ Spam [[2Move~ [3 Print More Actions v View v

[ ]|@© | From | Subject | Date ~  Size & {

] noreply@willselfdestruc you can't find us Mon, 7/21/08 11:04 PM 4KB

n ] nobody@nitroba.org we don't like your class Sun, 7/13/08 5:21 PM 1KB
(-
|2 Got your eye on one of those messages up there?
M To view your message down here in this handy Reading Pane, just click on it.

+ TODAY: 7/28 No events. Click the plus sign to add an event.




And here Is the message:
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(0 unread) Yahoo! Mail, lilytuckrige

1P | “¥?http://us.mg2.mail.yahoo.com/dc/launch?.rand=euh4ul3e8uSoh © 2 Q-~ clock

lilytuckrige () Avallable = Y . Y. . - earch the W
Sign Out, My Account, Mail Classic ahool | My Yahoo! | News ¥7 ‘ Search the Web...

’W‘ Inbox 2 messages X

[l Delete [ Reply~ [ Forward [ Spam |4 Move~ /% Print More Actions v View v

[] |® | From Subject Date - Size | &

4 noreply@willselfdestruct.cc you can't find us Mon, 7/21/08 11:04 PM 4KB

O nobody@nitroba.org we don't like your class Sun, 7/13/08 5:21 PM 1KB
you can't find us Compact Header ¥ | Full Message View

"noreply@willselfdestruct.com" <noreply@willselfd... T add  To: lilytuckrige@yahoo.com

You have been sent a secure e-mail from someone you know.

To view the message please click here.

If the above link does not work, you can paste the following address into your
browser:

http://www.willselfdestruct.com/secure/Inkes834

You may view this message only once for 30 second(s). after which it will self-
destruct.

If you leave this page or refresh the page the message will self-destruct.

Will Self-Destruct has forwarded this message on behalf of the author. We do not
send our own messages nor do we store the message or your email after your message
has been viewed.

If you would like to no longer receive mails from Will Self-Destruct please click the
following link

http://www.willselfdestruct.com/secure/block?email=lilytuckrige(@yvahoo.com

Kind Regards,
Will Self-Destruct

TODAY: 7/28 No events. Click the plus sign to add an event.
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No, here is the messag

FREE secure anonymous E-mail to a friend, client or colleague: WillSelfDestruct
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4 From: [Undisclosed Sender)] you can either visit ebay
3 To: lilytuckrige@yahoo.com contactus directly. |/
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| Mission Impossible Vel |r
Message:
] a
Ads by Google
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' Stop teachin Tom Cruise in M:l *
P 9. The Site You Have Bee
' Start running. Waiting 'For- M
| TomCruise.com. The b
| Official Site.
| TomCruise.com ks
|\
" Free Trial - Mass Ema
99.9% Highest Inbox
| Deliverability. Test Driv
our Mass Emailer Free!
[ www.iContact.com
’
I
| Gambling Anonymou
| Licensed, Individualize:
s Treatment & Financial -
Aid. Get Treated Todav

I Loading “http://www.willselfdestruct.com/secure/Inkes834", completed 12 of 26 items




And there goes the message:

FREE secure anonymous E-mail to a friend, client or colleague: WillS:

‘ ¢ 4+ 1P @ hip:/ /www.willselfdestruct.com/secure/Inkes834

=~
b[‘ Send Message | Fag |

Ads le Free Proxy Server Anonymous Surfing Anonymous Proxy Anonymi

WImN SE| F-DESTRUCT

Message Has Been Destroyed.
This secret message has already been viewed once and has self-destructed.
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S0 who did it?

Chemistry 109 class list:
Teacher: Lily Tuckrige

Students:
Amy Smith
Burt Greedom
Tuck Gorge
Ava Book
Johnny Coach
Jeremy Ledvkin
Nancy Colburne
Tamara Perkins
Esther Pringle
Asar Misrad
Jenny Kant
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How to solve this problem:

1. Map out the Nitroba dorm room network.
2. Find who sent email to lilytuckrige@yahoo.com
e | ook for a TCP flow that includes the hostile message
e Find information that can tie that message to a particular web browser.
3. Identify the other TCP connections that below to the attacker
4. Find information in one of those TCP connections that IDs the attacker.
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